' Pentest
Tools

Website Recon Report (Light)

v https://centrion.co.uk/

Summary
Overall risk level: Risk ratings: Scan information:
Low Critical: n Start time: Oct 18, 2026 / 02:14:41 UTC+03
High: n Finish time: Oct 18, 2026 / 02:16:41 UTC+03
Medium: n Scan duration: 2 min
Info: u Scan status:
Findings

M Server software and technology found (UNCONFIRMED ) @

port 443/tcp
Software / Version Category
HTTP/3 Miscellaneous
A, Cloudflare CDN
@ HsTS Security

v Details

Risk description:
The risk is that an attacker could use this information to mount specific attacks against the identified software type and version.

Recommendation:

We recommend you to eliminate the information which permits the identification of software platform, technology, server and operating
system: HTTP server headers, HTML meta information, etc.

References:
https://wstg.owasp.org/v4.2/4-Web_Application_Security_Testing/01-Information_Gathering/02-Fingerprint_Web_Server/

Classification:

CWE : CWE-200

OWASP Top 10 - 2017 : A6 - Security Misconfiguration
OWASP Top 10 - 2021 : A5 - Security Misconfiguration
OWASP Top 10 - 2025 : A02 - Security Misconfiguration
SOC 2 : CC7.1 - Vulnerability identification and analysis
1ISO 27001 : A.8.8 - Management of technical vulnerabilities

Screenshot:


https://httpwg.org/
https://www.cloudflare.com
https://www.rfc-editor.org/rfc/rfc6797#section-6.1
https://wstg.owasp.org/v4.2/4-Web_Application_Security_Testing/01-Information_Gathering/02-Fingerprint_Web_Server/
https://cwe.mitre.org/data/definitions/200.html
https://owasp.org/search/?searchString=A6%20-%20Security%20Misconfiguration%202017
https://owasp.org/search/?searchString=A5%20-%20Security%20Misconfiguration%202021
https://owasp.org/search/?searchString=A02%20-%20Security%20Misconfiguration%202025
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Figure 1. Website Screenshot
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Scan coverage information

List of tests performed (1)

Port 443
+ Scanned for website technologies

Scan parameters

Target: https://centrion.co.uk/

Scan stats
Total number of HTTP requests: 3
Aver.age time until a response was 727ms
received:
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